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Abstract

In today's interconnected digital world, stakeholder collaboration in cyberspace is crucial for
national defense. Advances in information and communication technology have transformed
daily life but also introduced complex cyber threats like cyber warfare, cybercrimes, and
cyber terrorism, challenging security and stability. The objective of this study is to
emphasize the importance of collaboration among diverse stakeholders in enhancing
national defense against cyber threats. The methodology involves analyzing existing
literature and case studies to understand the impact of collaboration on cybersecurity
maturity and national defense strategies. The research findings, derived from SWOT and
PESTLE analyses, have highlighted the strengths and weaknesses in collaboration,
underscoring the significance of leveraging strengths and addressing weaknesses to
establish a robust defense framework. To enhance national defense against cyber threats, a
holistic approach is essential, combining political collaboration, economic partnerships,
social awareness programs, technological advancements, legal harmonization, and
environmental resilience strategies. Key recommendations include fostering regular
communication among stakeholders, pooling resources for cybersecurity investments,
promoting cybersecurity education, integrating advanced technologies like Al and IoT
security solutions, and aligning legal frameworks across jurisdictions.
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I. Introduction

Information and communication technology has revolutionized the way we live,
ushering us into an era of interconnectedness that is globally reliant. The advancement in
technology serves as a primary bridge between the physical and digital world, yet it also
brings about increasingly complex threats, such as cyber warfare. The interconnectivity of
devices, systems, and networks, coupled with the rapid growth of the digital economy,
exacerbates this situation. While digital infrastructure has brought various conveniences to
daily life (Kaur, 2023), this interconnectedness also brings significant vulnerabilities, such as
cyberattacks, cybercrimes, and even cyber terrorism (Tagarev, 2020). In this context, we
observe that technological progress not only brings benefits but also complex and significant
cyber threats that impact security and stability in the globally connected information age.
Dependence on technology across various sectors underscores the importance of a holistic
approach in strengthening defense and security frameworks (Brenner, 2013).

Over the past few decades, the military landscape has undergone fundamental
changes due to the emergence of cyber threats, exacerbated by increasing reliance on
internet technology that heightens network vulnerabilities and the potential for attacks
targeting critical infrastructure. The US National Security Strategy recognizes cyber threats
as a significant risk to national security and emphasizes the need for strong cybersecurity
measures and collaboration between government and private sectors to effectively address
cyber threats (Tatal et al., 2014). The military faces various cyber threats, including state-
sponsored attacks from countries like Russia, China, Iran, and North Korea, aimed at stealing
sensitive data or disrupting critical infrastructure (Garamone, 2018). They also confront
cybercrimes for financial gain or operational disruption (Wilson, 2019), insider threats with
access to sensitive information (Lyons, 2023), supply chain attacks, and advanced persistent
threats (APTs) infiltrating to steal data or disrupt operations (Wilson, 2019). Cyberattacks
are also utilized for espionage, subversion, and sabotage that pose threats to military systems
and infrastructure such as power grids or water facilities (Wallace, 2013).

Three significant incidents triggered the development of national cybersecurity
strategies (Tatal et al., 2014). First, the cyberattack on Estonia's internet infrastructure in
2007 changed perceptions about the impact of cyberattacks. Second, the cyberwar during the
conflict between Georgia and Russia in 2008 demonstrated the use of cyberspace as a force
multiplier in real conflicts. Third, the Stuxnet cyber incident on Iran's nuclear infrastructure
in 2010, also impacted Indonesia, where around 60% of infected hosts were in Iran and
Indonesia ranked second as shown in Figure 1.

The development of global cyberspace requires rapid and adaptive responses due to
the increasing cyber threats, the recognition of cyberspace as a domain of warfare,
dependence on digital infrastructure, and opportunities in the digital economy. The Stuxnet
incident has spurred many countries to become active attackers in cyberspace, along with
hackers and non-state groups. The response of various countries to these developments is
marked by an increase in national cybersecurity strategies, especially after three significant
cyber incidents. Figure 2 shows the significant growth of national cybersecurity strategies
published between 2008 and 2010 (Tatal et al.,, 2014).
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At the global level, almost all countries represented by members of the International
Telecommunication Union (ITU) have now established national cybersecurity strategies in response
to the increasing cyber threats and advancements in information technology, as seen in Figure 2
showcasing the widespread recognition among nations regarding the critical need to fortify their
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cybersecurity measures. The establishment of these strategies reflects a collective effort to address the
evolving challenges posed by cyber threats, underscoring the importance of proactive and

comprehensive approaches in safeguarding digital infrastructure and national security.

Figure 3. I'TU Member States with National Cybersecurity Strategies

Source: International Telecommunication Union, 2024.

Collaboration across sectors and coordination among various stakeholders are crucial
in developing comprehensive and responsive defense strategies against evolving threats.
Cybersecurity should be a top priority for central government, providers of national critical
infrastructure, local governments, and private organizations, directing efforts toward
enhancing the cybersecurity capacity of diverse stakeholders (Preis & Susskind, 2022). The
interconnected nature of digital infrastructure means that one breach can have cascading
impacts, affecting national security on a wide scale. Therefore, coordinated efforts between
government agencies, private sectors, and international partners are essential to enhance
resilience and cybersecurity response capabilities. These efforts include the critical and
challenging tasks of formulating effective policies to protect cyberspace and addressing
cybersecurity incidents (de Bruijn & Janssen, 2017). Failure to foster such collaboration can
lead to significant risks, including inadequate protection of critical infrastructure,
fragmented security efforts, and slower response times to emerging threats. Lack of
coordination can create significant gaps in national defense, making it easier for adversaries
to exploit vulnerabilities. Hence, it is crucial to develop a comprehensive and cohesive
strategy involving all relevant stakeholders in cyberspace.

The objective of this research is to explore the urgency of collaboration among
cyberspace stakeholders to support national defense, serving as the foundation for
formulating a robust and comprehensive national cyber strategy. Given the significant
impact of information and communication technology advancements on various aspects of
life, particularly the increasing complexity and significance of cyber threats, this research
aims to emphasize the importance of a collaborative approach. The questions in this research
are "Why is collaboration among cyberspace stakeholders important for national defense?"
and "How can SWOT and PESTLE analyses be used to strengthen this collaboration?".
Understanding the urgency of collaboration is crucial given the high interconnectedness in
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digital infrastructure and the potential vulnerabilities it entails. In this context, the use of
SWOT and PESTLE analyses is appropriate for this research. SWOT analysis helps identify
strengths, weaknesses, opportunities, and threats in collaboration among cybersecurity
stakeholders, while PESTLE analysis provides a broader perspective by evaluating political,
economic, social, technological, environmental, and legal factors influencing cybersecurity
stakeholder collaboration. This approach enables the research to provide comprehensive and
strategic recommendations for strengthening collaboration in addressing cyber threats.

II. Research Methods

This study intends to provide a thorough knowledge of the relevance of collaboration
among cyberspace stakeholders in supporting national defense, as well as an empirical
foundation for future policy formulation. This paper applies a qualitative methodology,
primarily derived from a literature study approach. Researching an object's natural state is
an effective application for qualitative research methods (Sugiyono, 2005). To get a more
comprehensive explanation, qualitative approaches enhance knowledge of an event's basic
form (Sofaer, 1999). Researching pertinent sources and using theme analysis to structure the
data are important in the research process. The study was conducted through the
examination of prior study materials obtained from journals, publications, and reports
related to cyberspace, cyber defense, cybersecurity, cooperation, and national security.
Analyzing the literature is considered to be vital to assessing important ideas. Qualitative
approaches enable greater flexibility in comprehending complex ideas in cyberspace.

SWOT and PESTLE analyses are complementary frameworks that provide a
comprehensive understanding of the urgency for collaboration among cyberspace
stakeholders to support national defense. While SWOT analysis identifies strengths,
weaknesses, opportunities, and threats related to cybersecurity practices and collaboration,
PESTLE analysis elaborates on the political, economic, social, technological, legal, and
environmental factors influencing these efforts. By combining these frameworks, researchers
can achieve both internally and externally impactful analysis (Srdjevic, et al., 2012), offering
a structured approach to evaluate the cybersecurity landscape and collaboration dynamics.
In this research, SWOT analysis is used to categorize factors that play a crucial role in
collaboration among cyberspace stakeholders into internal or external groups according to
their domain. Subsequently, these factors are analyzed and grouped into categories of
Political, Economic, Social, Technological, Legal, and Environmental, as depicted in Figure
4. This integrated method helps identify critical areas for improvement, uncover potential
synergies, and anticipate external challenges, thereby supporting the formulation of effective
policies and the development of a robust cybersecurity strategy aligned with national
security objectives.
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Source: Authors Formulation

III. Result and Discussion

In this research, SWOT analysis is used to identify the key factors of strengths,

weaknesses, opportunities, and threats that play a crucial role in collaboration, which are

then elaborated from the perspectives of Politics, Economics, Social, Technology, Legal, and
Environment. The results of the SWOT-PESTLE analysis from this research are presented
in Table 1. Through this approach, the research aims to provide a deep understanding of the

dynamics of collaboration in cyberspace and support the development of a comprehensive

and adaptive cybersecurity strategy.

Table 1. The Result of the SWOT-PESTLE Analysis

Internal Factors Analysis Summary | External Factors Analysis
(IFAS) Summary (EFAS)

ASPECT STRENGTH WEAKNESS OPPORTUNITY | THREAT
1 2 3 4
Involvement of | Misalignment of | Building Strong | Complex and
Various Interests Relations in the | Evolving
Stakeholders Ecosystem Cyber Threats

Lack of

POLITICAL Security . Coordination Internatl(.mal Security Gaps
Cooperation Cooperation
Joint Strategy
Development
Sharing the | Budget Joint Investment | N/A
Burden of | Limitations in Cybersecurity

ECONOMY Security

Investment
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Increasing Quantity and | Increasing Public | N/A
Cybersecurity Quality of Human | Trust
Awareness Resources
Limitation
SOCIAL Lack of Trust and
Cooperation
Low Digital
Literacy
Enhancing Complexity in | Technological Evolving
Cyber Managing Development and | Cyber Attack
Operations Multiple Security | Innovation Technologies
Capabilities Solutions
Unreliable
Inadequate Technology
TECHNOLOGY Security Controls
Cyber
Limited ~ Human Espionage
Resources and
Expertise in
Technology
Development and
Utilization
Framework Limited Number of | N/A Regulatory
Standardization | Regulations Differences at
Regional and
Compliance Slow  Regulatory Global Levels
Incentives Development
LEGAL Legal Low  Compliance
Protection with Regulations
Ensuring
Resource
Allocation
N/A N/A N/A Natural
Disasters
ENVIRONMENT Attacks  on
Physical
Infrastructure

Source: Authors Analysis

3.1. Strengths

The strength of collaboration among cyberspace stakeholders in supporting
national defense is influenced by political, economic, social, technological, and legal factors.
Understanding the strengths of collaboration will be beneficial in identifying resources and

capabilities that can be optimized to enhance the effectiveness of national defense.
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3.1.1. Political
3.1.1.1. Involvement of Various Stakeholders

The involvement of various stakeholders in cyberspace is a significant strength in
supporting national defense, as complex cybersecurity requires contributions from multiple
parties with diverse expertise and resources. Tagarev and Sharkov (2016) emphasize that
collaboration among parties is an essential part of achieving cybersecurity maturity, as
demonstrated in Bulgaria's experience. Rondelez (2018) adds that the effectiveness of
cybersecurity coordination also depends on good internal design and governance, as seen in
Belgium. According to Spinu (2020), the private sector and academia also play a crucial role
in national defense by contributing material, technical, and deep knowledge. However, Lebo
and Anwar (2020) reveal that the cyber community is not fully empowered to support the
government in cybersecurity. This finding aligns with Lewis (2010), who emphasizes the
government's role as a policy maker in formulating, regulating, and implementing
cyberspace governance, supported by other actors including the cyber community. Cross-
sector cooperation and stakeholder collaboration are key in cybersecurity strategies,
highlighting the importance of active support from government, institutions, and the private
sector related to ICT (Maurer, Levite, & Perkovich, 2017, Lebo & Anwar, 2020). This cross-
stakeholder collaboration is essential to building strong and adaptive national defense in the
digital era.

3.1.1.2. Security Cooperation

Cooperation is a strong foundation for collaboration among cybersecurity
stakeholders in supporting national defense. Maurer, Levite, and Perkovich (2017) highlight
the importance of collaboration through formal structures such as Information Sharing and
Analysis Centers (ISAC) and Public Private Partnerships (PPP) to enhance detection, rapid
response, and mitigation of complex cyber threats. Joint exercises such as Cyber Storm
organized by the Cybersecurity and Infrastructure Security Agency (2024) aim to test
responses to major cyber incidents, while open-source security projects like OWASP and
information-sharing communities like the Cyber Threat Alliance and F'S-ISAC enhance the
resilience of critical infrastructure. Babys (2021) emphasizes that this collaboration is crucial
to addressing cybercrime and conflicts and strengthening national defense in the digital era.

3.1.1.8. Joint Strategy Development

Considering the complexity of cybersecurity issues, the best approach is to involve a
combination of various policy instruments. Successful security collaboration enables the
development of joint strategies, sharing insights on new trends, and joint research, with
governments playing a central role in regulation and coordination (Bauer & Van Eeten,
2009). An example of security collaboration is Moldova's national cybersecurity strategy
involving training, collaboration, and the establishment of a national CERT (Spinu, 2020),
while in Indonesia, collaboration involves various institutions such as the Ministry of
Foreign Affairs, National Cyber and Crypto Agency, and the Indonesian National Army
(Saudi, 2018). Synergy among stakeholders, as emphasized by Rizki and Timur (2021), as
well as global public-private collaboration, is crucial for a comprehensive strategy that
protects national infrastructure and individuals, ensuring the stability of developing
countries (Kayode-Ajala, 2023). Through collaboration, the development of more
comprehensive and innovative joint strategies becomes possible.
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3.1.2. Economy
8.1.2.1. Sharing the burden of security investment

Collaboration among cyberspace stakeholders has significant strength, especially in
sharing the burden of security investment, which can reduce overall costs (Zheng & Lewis,
2015). Sharing information enhances awareness and knowledge of cybersecurity incidents,
enabling predictions of attacker behavior and the development of effective preventive
measures. This is highly beneficial for organizations with high-risk profiles. The cost of
crisis prevention through information sharing is lower than the cost of responding to and
recovering from crises, providing a positive economic impact (Gal-Or and Ghose, 2004;
Gordon et al,, 2015). Thus, this collaboration provides significant economic benefits to

stakeholders in supporting national defense in cyberspace.

8.1.8. Social
3.1.8.1. Increasing cybersecurity awareness

Cybersecurity awareness is a crucial foundation in combating cybercrime, although
it does not guarantee absolute security. Awareness and education of cyber users are key steps
in reducing the risk of attacks and strengthening participation in security programs
supported by stakeholder collaboration (Aidoo, 2017). Awareness of vulnerabilities in
various sectors can strengthen collaboration in addressing increasingly complex cyber
threats, with active commitment from individuals to protect themselves online (Bruijn &
Janssen, 2017). Governments and law enforcement recognize the importance of
cybersecurity awareness at all levels to protect assets and vital infrastructure (Akter et al.,
2022). Australia's government investment in cybersecurity defense and encouragement for
self~awareness among its citizens demonstrate the importance of these actions, yet their
effectiveness depends on businesses educating their employees (Proofpoint, 2021). The
increasing cyber-attacks, government commitment, and business needs to address security
issues have driven increased awareness and made cybersecurity threats a serious agenda for
researchers and practitioners (Karjalainen et al., 2020). With high awareness, cybersecurity
priorities can be enhanced, facilitating policies that support collaboration in addressing cyber
threats.

8.1.4. Technology
3.1.4.1. Enhancing cyber operations capabilities

The development of cyber technology has been a significant force for collaboration
among cyberspace stakeholders in supporting national defense. In the military domain, the
use of Al in cybersecurity has great potential (Ertan et al, 2020). The integration of
advanced technologies such as the Internet of Things (IoT), Artificial Intelligence (AI),
Neural Networks, Cyber-Physical Systems (CPS), Brain-Computer Interfaces (BCI), and
Virtual Reality (VR) and Augmented Reality (AR) has revolutionized the cyber warfare field,
enhancing connectivity, decision-making, and operational efficiency. IoT strengthens data
exchange between weapon systems, Al and Neural Networks develop autonomous battle
systems, and CPS enables precise control of physical devices. BCI facilitates communication
between controllers and battle systems, while VR and AR create simulations to confuse
enemies (Kim, Sin-Kon, et al.,, 2019). These technologies enable rapid threat identification
and response by utilizing artificial intelligence (AI), machine learning (ML), blockchain
technology, and biometric authentication (Intone Network, 2023). Al enhances network
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resilience and reliability (Taddeo et al., 2019), increases autonomy and adaptability of cyber
capabilities (Sanchez, 2017), and reduces risks for human soldiers and capital expenditure
(Trusilo and Burri, 2021). This integration transforms military operations by improving
efficiency, decision-making, and connectivity in cyber warfare (Kim, Sin-Kon, et al., 2019).

8.1.5. Legal
8.1.5.1. Framework Standardization

Standardization of frameworks in a legal context is one of the strengths of
collaboration among cybersecurity stakeholders in supporting national defense. This occurs
because regulations provide a standard framework for conducting cybersecurity practices,
ensuring that all stakeholders comply with established protocols and guidelines.
Standardization creates consistency and clarity in collaborative efforts. For example,
regulatory standards such as the General Data Protection Regulation (GDPR) in the
European Union or the Cybersecurity Framework by the National Institute of Standards
and Technology (NIST) in the United States establish guidelines and best practices for
cybersecurity. These standards help stakeholders align their cybersecurity strategies and
collaborate more effectively.

8.1.5.2. Compliance Incentives

Regulations often present various incentives or requirements that encourage
stakeholders to invest resources in cybersecurity measures and work effectively to meet
established standards. The impact is increased readiness levels and higher coordination
among collaborative actors. Many regulations provide incentives such as awards for
compliance or sanctions for violations. For instance, financial institutions complying with
regulations like the Payment Card Industry Data Security Standard (PCI DSS) will receive
certification, demonstrating their commitment to cybersecurity, which in turn strengthens
trust and cooperation with their partners. Thus, compliance incentives become a significant
driver for enhancing collaboration in supporting national cyber defense.

8.1.5.8. Legal Protection

Legal protection is one of the strengths of collaboration among cybersecurity
stakeholders in supporting national defense. Regulations can offer legal protection to
stakeholders involved in collaborative cybersecurity efforts. A clear legal framework can
determine responsibilities, obligations, and dispute resolution mechanisms, reducing
uncertainty and increasing trust among collaborators. Regulatory frameworks such as
China's Cybersecurity Law or India's Cybersecurity and Data Protection Laws outline legal
protections for stakeholders engaged in collaborative cybersecurity efforts. These laws
establish data protection responsibilities, rights, and dispute resolution mechanisms,
providing a secure legal ecosystem for collaboration (Wang et. al., 2022; Chaudhary et. al.,
2022).

3.1.5.4. Ensuring Resource Allocation

Ensuring resource allocation is one of the strengths of collaboration among
cyberspace stakeholders in supporting national defense. Regulations can ensure the
availability of adequate resources or budgets for cybersecurity initiatives, allowing
stakeholders to invest in the technology, training, and infrastructure needed for eftective
collaboration in defending national cyber assets. If policy interventions have been
established in regulations, it becomes an obligation to implement what has been mandated
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in the regulations, including providing sufficient resources as a condition for carrying out
activities. Governments often allocate funds or resources to support cybersecurity initiatives
mandated by regulations. For example, in Indonesia, the National Medium-Term
Development Plan 2020-2024 designates cybersecurity as a major project, enabling more
focused and guaranteed resource allocation. This includes forming cyber incident response
teams at the central and regional government levels, enhancing human resources in
cybersecurity, regional and international cooperation, and strengthening cybersecurity
infrastructure. With the establishment of the National Medium-Term Development Plan
2020-2024 under Presidential Regulation No. 18 of 2020, resource allocation, including
budget allocation for activity implementation, has been ensured.

3.2. WEARNESSES

Weaknesses in the collaboration among cyberspace stakeholders in supporting
national defense are influenced by political, economic, social, technological, and legal factors.
Understanding weaknesses in collaboration would be beneficial in identifying areas that
require improvement, thus enabling the development of strategies to address existing
barriers and vulnerabilities.

3.2.1. Political
3.2.1.1. Misalignment of Interests

Misalignment of interests is one of the weaknesses in collaboration among cyberspace
stakeholders that hinders efficiency and coordination. This misalignment arises because each
entity or stakeholder has different priorities, goals, and interests in cyberspace. It is
vulnerable to occur when the government emphasizes strict regulations for cybersecurity
while the private industry focuses more on technological innovation, resulting in friction
that hampers effective cooperation. Emphasizing collaboration between the government and
the private sector through public-private partnerships (PPPs) to enhance the detection,
prevention, and mitigation of cyberattacks through information exchange and contributions
from both sides has become a priority reflected in various government policies (O'Halloran,
2017). However, these differing interests often result in resource wastage and impede quick
responses to cyber threats, as well as slow down the development of holistic security
solutions. Therefore, it is important to find common ground that integrates the interests of
all parties to ensure effective and sustainable collaboration in cyberspace.

Moreover, misalignment of interests also occurs in an international context. For
example, the United States (US) and the European Union (EU), while aligned in the general
direction, do have different values. US cybersecurity policy is heavily influenced by the 9/11
terror attacks, emphasizing information access for national security, whereas the German
constitution, as part of the EU, guarantees privacy to avoid surveillance of its citizens. These
differences lead to tensions or conflicts in collaborative efforts, especially regarding sharing
sensitive information or formulating joint policies to address cyber threats. These differences
in values or priorities also hinder the level of trust between these countries, which is an
essential element in effective collaboration. This creates a paradox where collaboration is
needed to address cybersecurity threats but the involved parties mistrust each other because
their activities and intentions may only partially be visible or disagree on shared values
(Bruijn and Janssen, 2017). These differences can be a weakness in collaboration due to
misunderstandings or discrepancies between these countries regarding values, priorities, or
security-related policies.
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8.2.1.2. Lack of Coordination

Lack of coordination is one of the main weaknesses in collaboration among
stakeholders in cyberspace. Without good coordination, various entities and stakeholders
tend to work separately, resulting in disjointed actions and often overlap. Complex
cybersecurity issues require close cooperation between the government and the private
sector, as well as effective coordination among stakeholders. A concrete example comes from
Indonesia, where a lack of clear distribution regarding roles and responsibilities related to
cybersecurity has led to conflicts and shifting of responsibilities between agencies and
ministries, as shown in handling data breach incidents by Bjorka across various institutions
(CNBC Indonesia, 2022; Warta Ekonomi, 2022). This results in duplicated efforts, resource
wastage, and lack of efficiency in addressing cyber threats. Furthermore, a lack of
coordination can also slow down responses to attacks that require rapid and integrated
actions. Therefore, it is important to improve coordination among stakeholders by building
effective communication mechanisms, promoting open information sharing, and facilitating
closer cooperation in maintaining cybersecurity. In situations like this, better coordination
and clear responsibility distribution are needed to enhance collaboration effectiveness and
response to cybersecurity challenges.

3.2.2. Economy
3.2.2.1. Budget Limitations

Budget limitations are one of the weaknesses in collaboration among stakeholders in
cyberspace in supporting national defense. The increasing cyber incidents experienced by
the government and private sectors raise crucial questions about how much investment
should be allocated to cybersecurity, and which types of investments will yield optimal social
results (Paul and Wang, 2019). Budget limitations also have consequences in determining
investment allocations in cybersecurity. Prevention methods become the main focus as a
response to cyber threats (IForbes, 2013; Schilling, 2017). However, prevention alone is not
sufficient to address increasingly complex and lethal cyber threats. While effective
prevention can block threats, it may not necessarily detect and handle threats that
successfully breach defenses. Budget limitations force organizations to choose which
strategies will have the best impact in dealing with cyber threats.

The budget limitations make organizations have to choose the approach that will be
the intervention in dealing with cyber threats. This is evident from the formation of the
Belgian Network & Information Security (BeINIS) as an alternative due to budget
limitations, which shows that limited solutions cannot effectively address vulnerabilities.
Although the Belgian Cyber Security Center (CCB) was established a few years later, the
awareness of the need for a more coordinated and integrated approach became clear
(Rondelez, 2018). In Indonesia, budget limitations also pose a major obstacle to supporting
collaboration among stakeholders in the cyber realm for national defense. This is evident
from efforts to establish cyber incident response teams (CSIRT) as a crucial part of national
cybersecurity efforts mandated by Presidential Regulation No. 18/2020 on the National
Medium-Term Development Plan (RPJMN) 2020-2024 (Prabaswari et al., 2022). However,
reallocation and refocusing of budgets due to the COVID-19 pandemic hinder the
optimization efforts of government CSIRT formation. In this context, budget limitations
become a hindrance for the government in addressing cyber threats comprehensively and
emphasize the urgency of collaboration among stakeholders in supporting national defense.
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8.2.8. Social
8.2.8.1. Quantity and Quality of Human Resources Limitation

The limitation in quantity and quality of human resources in cybersecurity is one of
the weaknesses in the collaboration of stakeholders in cyberspace in supporting national
defense. Despite significant growth in the global cybersecurity workforce, there is still a
significant gap between demand and supply of human resources. ISC2 data (2023) indicates
a need for up to 4 million professionals to protect digital assets, yet the availability of the
workforce falls far below that number. The Global Cybersecurity Skills Gap 2023 report also
reveals the challenges many companies face in dealing with cyberattacks, with increasing
breach incidents and difficulties in recruiting quality workforce. New challenges such as
economic uncertainty, artificial intelligence, fragmented regulations, and skill gaps further
complicate the situation, reflecting the security risks companies face due to the lack of quality
human resources in cybersecurity (Fortinet, 2023; ISC2, 2023). The limitation in quantity
and quality of human resources in cybersecurity becomes a weak point that needs to be
addressed to strengthen the collaboration of stakeholders in supporting national defense in
cyberspace.

8.2.8.2. Lack of Trust and Cooperation

Lack of trust and cooperation among stakeholders in cyberspace can be a weakness
in supporting national defense. Research by Hubner et al (2021) highlights various
challenges, including building trust, privacy management, secure authentication, and threat
identification. Data leakage incidents often associated with blame-shifting among
institutions in Indonesia reflect a lack of comprehensive coordination and cooperation in
handling cybersecurity (CNBC Indonesia, 2022; Warta Ekonomi, 2022). Building trust and
cooperation is also crucial in collaboration between the government and the private sector.
As mentioned by Givens (2013), public-private partnerships (PPPs) have value in reducing
duplicate efforts, improving cross-sector communication, and enhancing efficiency in
achieving protection goals. However, when these goals are not met, trust in partnerships
can erode, contributions become less, and there is a possibility of blaming each other for
perceived incapability. As a result, negative attitudes towards these partnerships, coupled
with high levels of vulnerability and exploitation by malicious CNOs, indicate that many
PPP goals are not fully met and their implementation requires deeper evaluation (O'
Halloran, 2017).

3.2.8.8. Low Digital Literacy

Low digital literacy is a weakness in the collaboration of stakeholders in cyberspace
to support national defense. Skills and awareness of cybersecurity are crucial in the digital
era (van Laar, van Deursen, van Dijk, & de Haan, 2017). Although many efforts have been
made to strengthen technology infrastructure security, the focus on humans remains crucial
in the context of cybersecurity (Zimmermann and Renaud, 2019). Digital literacy plays a
key role in helping individuals understand and effectively address cybersecurity risks, given
the risks of data leaks, cyberattacks, and financial losses that may occur due to low literacy.

In Indonesia, digital literacy remains a significant challenge. Indonesia's digital
literacy index saw a slight increase to 3.49 in 2021 from 8.46 in 2020, but it still falls into

the "moderate" category (Harsono, 2022). Additionally, public awareness of cybersecurity in
Indonesia needs to be improved, especially with the continuous growth of internet users, yet
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it is not matched with an adequate understanding of cyber risks and threats. Indonesia's
cybersecurity awareness ranks 70th globally in the Security Index. Indonesian citizens still
struggle to protect their data, especially in terms of regularly changing passwords, as is often
done with ATM PINs and email passwords (Ayuwuragil, 2017). This indicates that low
digital literacy is a serious obstacle to the collaboration of stakeholders in cyberspace in
supporting national defense.

8.2.4. Technology
3.2.4.1. Complexity in Managing Multiple Security Solutions

The complexity of managing multiple security solutions can be a weakness in the
collaboration of stakeholders in cyberspace to support national defense. Organizations face
challenges in managing multiple security solutions from different vendors, with differences
in platforms, interfaces, and security policies that are difficult to integrate. Interoperability
issues arise from incompatible security solutions, hindering integration and effective
information sharing among stakeholders, thus increasing costs for personnel, training, and
maintenance. Moreover, managing multiple solutions reduces efficiency as stakeholders have
to switch between different systems, causing delays in responding to threats and increasing
the risk of security breaches. Incident response becomes difficult, threat intelligence sharing
is hindered, and regulatory compliance becomes complex. Managing and maintaining
diverse security solutions can also increase operational costs and require significant
resources (Acronis, 2021). The difficulty in effectively integrating these solutions can hinder
collaborative efforts, reduce responsiveness to cyber threats, and create security gaps that
attackers can exploit. Harmonization, standardization, and improving interoperability
between security systems are key to addressing these weaknesses in the context of
collaboration among stakeholders in cyberspace.

8.2.4.2. Inadequate Security Controls

Inadequate security controls and unsupportive technology can be weaknesses in the
collaboration among stakeholders in cyberspace to support national defense. This is because
inadequate security controls can lead to vulnerabilities in systems and networks, making
them susceptible to attacks and breaches. Inadequate security controls may include weak
multi-factor authentication methods, inadequate access controls on networks and services,
poor patch management, and misuse of system access controls (Cybersecurity and
Infrastructure Security Agency, 2023). In the context of national defense, these weaknesses
can limit an organization's ability to collaborate effectively and responsively to cyber threats,
necessitating investment in improving security and adopting adequate technology to address
these weaknesses.

3.2.4.8. Limited Human Resources and Expertise in Technology Development and
Utilization

Limited resources and expertise in technology development and utilization can be a
weakness in the collaboration of stakeholders in cyberspace to support national defense,
especially when coupled with the low quantity and quality of cybersecurity human resources
(HR) and the lack of capability in developing and utilizing technology. Organizations with
limited resources struggle to recruit and retain high-quality cyber talents. This is because
cyber talents are highly sought after and scarce, and organizations with limited resources
may struggle to compete with larger organizations that can offer more competitive salaries,
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benefits, and career advancement opportunities (Maurer and Nelson, 2020). Additionally,
the lack of capability in developing innovative and adequate cybersecurity technology can
also hinder collaborative efforts. Vulnerable infrastructure can be a gap for cyber attacks,
reducing trust levels and effectiveness in dealing with increasingly complex threats.
Therefore, investment is needed in developing quality cybersecurity HR and enhancing
capabilities in developing and utilizing cybersecurity technology that meets current security
demands to support collaboration in national defense in cyberspace.

8.2.5. Legal
8.2.5.1. Limited Number of Regulations

One of the weaknesses in the collaboration of stakeholders in cyberspace to support
national defense is the limited number of regulations governing cybersecurity aspects in
Indonesia. Although Law Number 19 of 2016 concerning Electronic Information and
Transactions (ITE Law) provides protection for electronic content and transactions and
regulates some violations such as illegal content distribution and unauthorized access to
computer systems, these regulations still have limitations in addressing crucial cybersecurity
aspects. For example, the I'TE Law does not cover information infrastructure and networks
or human resource expertise in cybersecurity. Furthermore, regulations related to cyber law
are scattered across several regulations and laws with limited scope. Therefore, Indonesia
does not yet have adequate legal standing in facing cybersecurity challenges, resulting in a
lack of security in the digital ecosystem in the country. Regulations regarding cybersecurity
in Indonesia are not supported by adequate legal frameworks, thus not providing a sense of
security in the utilization of the digital ecosystem in Indonesia (Anjani, 2021).

3.2.5.2. Slow Technological Regulatory Development

Slow technological regulatory development hinders collaboration among
stakeholders in cyberspace to support national defense. Weak regulations that sometimes
impede the absorption process of the latest technology domestically cause uncertainty and
inefficiency, as seen in the handling of online transportation and taxes for internet companies
in Indonesia, where clear and comprehensive regulations only emerged after pressure and
urgent needs. This delay results in technology businesses growing without clear guidelines,
delaying necessary rule adjustments for security and effective coordination. Additionally, a
lack of cross-sector coordination and strong authorities leads to Indonesia "missing out" on
the economic value of technological products and hinders preparedness against cyber
threats. Therefore, slow regulatory development not only hampers collaboration but also
weakens national defense against cyber threats (Agung, 2017). Moreover, the absence of a
strong legal foundation in cybersecurity blurs responsibilities and hampers the
implementation of cybersecurity practices. Thus, comprehensive regulations governing
cybersecurity in Indonesia are needed. A Cybersecurity Law should clearly define the roles,
responsibilities, and authorities of relevant institutions in facing cybersecurity threats (Budi
et al.,, 2021). Although efforts to create legal standing such as the Cyber Security Bill have
begun, these regulations are still pending (Anjani, 2021).

3.2.5.8. Low Compliance with Regulations

Low compliance with regulations is a significant weakness in the collaboration of
stakeholders in cyberspace to support national defense. Cybercrime has become a rampant
threat with perpetrators utilizing global information technology without geographical
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limitations, causing widespread impact on the global economy. Cybersecurity experts
estimate that the total cost of cybercrime will increase by 15% per year over the next five
years, reaching USD 10.5 trillion per year by 2025, up from USD 3 trillion in 2015 (Globe
Newswire, 2020). The International Monetary Fund (IMF) also refers to cyber risks as a
"new threat to financial stability" and urges strengthening cybersecurity capacities in low-
income countries (IMF, 2020).

In Indonesia, data shows a high number of reported cybercrime cases to the
Cybercrime Directorate of the Indonesian National Police (Ditipidsiber Polri) from 2017 to
2020, with 16,845 reports of cyber fraud crimes and 2,259 reports in 2020 resulting in
economic losses of Rp15.17 billion. In 2022, the Indonesian National Police handled 8,831
cybercrime cases across Indonesia, with the Jakarta Metropolitan Police (Polda Metro Jaya)
recording the highest number of cases at 3,709 (Pusiknas, 2021). Despite continued law
enforcement efforts, this data reveals that compliance with regulations in cyberspace is still
low. This is a weak point in collaboration to combat crimes in the digital realm, hindering
the effectiveness of security measures and coordination between the government and private
sector. Low compliance indicates the need for a more comprehensive and integrative
approach to implementing and overseeing cyber regulations to strengthen national defense
against digital threats.

3.3. OPPORTUNITIES

Opportunities for collaboration among stakeholders in cyberspace to support national
defense are influenced by political, economic, social, and technological factors.
Understanding these opportunities in collaboration will be beneficial in adapting to the
evolving environment, seizing arising advantages, and anticipating potential threats.

3.8.1. Political
3.8.1.1. Building Strong Relations in the Ecosystem

Collaboration among stakeholders in cyberspace presents a significant opportunity
to build strong relations within the cybersecurity ecosystem to support national defense.
This collaboration enables the exchange of threat information, learning from each other's
experiences, and developing more effective defense strategies. By fostering strong
relationships and close cooperation, organizations within the cybersecurity ecosystem can
enhance their capabilities to detect, prevent, and respond to cyber threats, reduce duplication
of efforts, improve cross-sector communication, and increase efficiency in achieving
protection goals. Through investment in collaboration, stakeholders will be engaged,
enthusiastic, and committed to achieving these collaborative goals (Givens, 2013).

8.3.1.2. International Cooperation

Cyber threats often transcend national borders, making international cooperation
crucial. Collaboration in law enforcement, sharing intelligence information, and other efforts
can help identify and respond to emerging threats more effectively (Decker, et al., 2023).
International cooperation in the cyber realm presents a major opportunity in combating
cyber threats as it allows for information and intelligence sharing, coordination of security
standards, skills exchange, cross-border attack responses, and joint security infrastructure
development, all of which strengthen collective capabilities in facing increasingly complex
and cross-national cyberattacks. Collaboration can be expanded through partnerships with
international institutions and other countries. Focusing on technology alone in addressing
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challenges in cyberspace is inadequate. Cybersecurity should be viewed as a system
involving legal aspects, organizations, skills, cooperation, and technical implementation
working synergistically to achieve effectiveness (International Telecommunication Union,
2017).

3.3.2. Economy
8.8.2.1. Joint Investment in Cybersecurity

Collaboration among stakeholders in cyberspace offers opportunities for joint
security investment, especially considering the increasing cyber incidents indicating
potential significant impacts due to failure to address these threats (Choucri, et al., 2013).
Although limited budgets often hinder investment in collaborative initiatives, such
collaboration can enhance cyber resilience through joint investment. An inspiring example
is the Financial Sector Cyber Collaboration Centre (FSCCC), which is a collaborative group
among Financial Authorities, industry, the National Crime Agency (NCA), UK Finance, and
the National Cyber Security Center (NCSC). FSCCC has created innovative initiatives to
enhance the resilience of the UK financial sector by coordinating responses to potential cyber
incidents, analyzing information from various sectors, and strengthening cyber intelligence
from diverse sources. The collaboration undertaken by FSCCC with various partners, such
as the Cyber Defense Alliance (CDA) and the Financial Services Information Sharing and
Analysis Center (FS-ISAC), is evidence that joint investment in cybersecurity can provide
significant benefits in supporting national defense (National Cyber Security Center, 2021).

8.8.8. Social
8.8.8.1. Increasing Public Trust

Increasing public trust in the government is an opportunity arising from
collaboration among stakeholders in cyberspace. When the public has high confidence in the
government's ability to protect cybersecurity, it creates opportunities to strengthen public
support for collaborative efforts between the government, the private sector, and other
stakeholders. Moreover, high trust can facilitate closer cooperation, more open information
exchange, and more effective policy implementation in addressing cyber threats. To enhance
public support for collaboration among stakeholders in cyberspace, education and public
awareness of cybersecurity need to be improved through awareness campaigns and
educational programs. Transparency and accountability in cybersecurity policies are also
essential to strengthen public trust, with clear mechanisms for reporting and addressing
cybersecurity incidents (Decker, et al., 2023). Thus, increasing public trust can become a
driving force for progress in national defense through more effective collaboration in the
cybersecurity realm.

8.8.4. Technology
3.3.4.1. Technological Development and Innovation

The evolution of technology and innovation in the cyber realm creates significant
new opportunities to strengthen collaboration among stakeholders in cyberspace in
responding to evolving threats. With the continuous development of sophisticated functions
in cyberattack tools, such as artificial intelligence, big data, deep learning, and neural
networks, stakeholders have the opportunity to address threats more effectively.
Furthermore, the advancements in information and communication technology enable the
creation of superlogical connections, accelerate data transmission, and overcome physical
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distance barriers in cyberspace. This provides a strong foundation for developing more
responsive and efficient defense strategies against cyberattacks. Additionally, responsive and
proactive cyber maneuver tactics can be implemented using artificial intelligence, enabling
the development of effective offensive security mechanisms (Sin-Kon Kim, Sang-Pil Cheon,
and Jung-Ho Eom, 2019). Therefore, the integration of advanced technologies like artificial
intelligence, big data, deep learning, and neural networks is crucial in strengthening
collaboration among stakeholders in cyberspace and addressing increasingly complex and
dynamic cyber threats in the future.

8.4. Threats

Threats in the collaboration among stakeholders in cyberspace to support national
defense are influenced by political, technological, legal, and environmental factors.
Understanding threats in collaboration will be beneficial in addressing existing risks and
enhancing overall security.

3.4.1. Political
3.4.1.1. Complex and Evolving Cyber Threats

The increasingly complex and evolving cyber threats have become one of the main
challenges in the collaboration among stakeholders in cyberspace to support national
defense. The advancements in technology and tactics in cyber attacks have significantly
increased threats to national security, such as attacks sponsored by major countries like
Russia, China, Iran, and North Korea, which can steal sensitive information or disrupt
critical infrastructure. Such attacks can provide strategic advantages to attacking countries
in military operations (Garamone, 2018). Additionally, cybercrimes committed by criminal
organizations or individuals also pose a serious threat to cyber security. Advanced malware
attacks and theft of sensitive data are real threats that must be taken seriously (Wilson,
2019).

Internal threats are also significant risks, such as when military personnel or
contractors unintentionally or intentionally leak sensitive data or disrupt military systems
(Lyons, 2023). Supply chain attacks are also a serious threat as they can infect components
before they are integrated into military systems (Wilson, 2019). Furthermore, sophisticated
and undetected Advanced Persistent Threats (APTs) over a long period, espionage attacks,
subversion, and sabotage of military infrastructure through cyberattacks are significant
efforts to steal sensitive information, disrupt operations, and manipulate public opinion
(Wallace, 2013). Complex and evolving cyber threats bring the potential for economic losses,
reputation damage, and harm to individuals and companies. Continuous changes in
cyberattack strategies and tactics demand close collaboration among cyber stakeholders to
ensure strong and responsive defense against these evolving threats.

3.4.1.2. Security Gaps

Security gaps pose a serious threat to the collaboration among stakeholders in
cyberspace that can be exploited by foreign countries or negative actors as a tool for
diplomacy or political influence. This has the potential to create political tensions and affect
the dynamics of collaboration among stakeholders in cyberspace. Political dynamics also
have a direct impact on the formation of regulatory policies related to cyber security. If there
is no strong political agreement regarding regulations, or if those regulations are not
consistently enforced, security gaps may increase, ultimately threatening effective

167



Firdini , Rudy Agus Gemilang Gultom , Pujo Widodo, and Jupriyanto

collaboration among stakeholders. Differences in cyber security regulations across
jurisdictions also pose a threat, with challenges in coordination, compliance, legal risks, and
cross-border attacks hindering stakeholder cooperation (Babikian, 2028; Decker, 2023).
These security gaps also impact the limited ability of collaboration to address threats
comprehensively and consistently. Misalignment in security standards and differing
understandings of cyber threats can slow down responses to attacks, and increase
vulnerabilities in the cyber security ecosystem. Collective efforts are needed to address these
security gaps by enhancing coordination, sharing information, and adopting uniform
security standards to effectively and efficiently improve collaboration in maintaining cyber
security.

3.4.2. Technology
8.4.2.1. Evolving Cyber Attack Technologies

The continuously evolving cyber threats are one of the crucial threats to the
collaboration among stakeholders in cyberspace to support national defense. With
advancements in information and communication technology, hackers and cybercriminals
continuously seek new ways to exploit vulnerabilities and bypass established security
measures (Institute of Data, 2024). The progress in cyber technology has resulted in the
creation of sophisticated cyberattack tools equipped with self-learning features. By
leveraging technologies like artificial intelligence, big data, deep learning, and neural
networks, these tools can independently adapt, develop, and discover new attack methods,
demanding stronger and adaptive defense strategies in the cyber realm. Advanced pattern
recognition capabilities enable these tools to identify and exploit repetitive patterns in
network traffic or system behaviors, thus increasing the success rate of attacks. Additionally,
cyberattack tools with cross-domain capabilities can operate across physical, digital, and
human interfaces, allowing attackers to launch coordinated and multifaceted attacks.
Human-centric design principles enable attackers to exploit vulnerabilities and human
behaviors through social engineering tactics. Moreover, the integration of physical and
virtual worlds in cyberattack tools poses new challenges for cyber security professionals, as
attackers can now target digital systems and physical infrastructure. Overall, advancements
in cyberattack tools highlight a shift towards more sophisticated, targeted, and persistent
cyber threats, necessitating strong defense strategies to mitigate the evolving risks in
cyberspace (Sin-Kon Kim, Sang-Pil Cheon, and Jung-Ho Eom, 2019). This underscores the
importance of collaboration among stakeholders in cyberspace to continually monitor these
technological advancements to anticipate and combat the evolving and detrimental cyber
threats to national security.

8.4.2.2. Unreliable Technology

Unreliable technology poses a serious challenge to collaboration among stakeholders
in cyberspace to support national defense. Ineffective threat detection systems can lead to
failure in identifying potentially damaging cyberattacks, while technology vulnerable to data
leaks jeopardizes the security of sensitive information. For example, the development of
Quantum Computing promises advancement but also brings risks to data encryption,
necessitating quantum-resistant cryptography. The widespread use of Internet of Things
(IoT) devices also increases security vulnerabilities, requiring continuous innovation in
protection. Although Blockchain Technology has revolutionized trust in digital
transactions, challenges related to data privacy still need to be addressed. Biometric
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Authentication offers strong security but also raises concerns about data privacy and
potential misuse, highlighting the need for responsible implementation (Intone Network,
2023). Similarly, autonomous cyber technology, while promising operational advantages like
surpassing human armies in terms of speed and scale, shortcomings in predictability,
reliability, and understanding can pose risks, especially in unfriendly and dynamic
environments (Stroppa, 2023). Therefore, stakeholders in cyberspace need to consider
unreliable technology as a threat that needs to be addressed seriously.

8.4.2.8. Cyber Espionage

Cyber espionage poses a serious threat in the context of national defense as it has the
potential to steal sensitive information, disrupt critical infrastructure, and manipulate public
opinion (Wallace, 2013). Technological advancements are making it easier for
cybercriminals to conduct espionage, increasing the risk to national security with the
potential theft of secret information, leakage of sensitive data, and even manipulation of state
systems. A concrete example of the cyber espionage threat is the existence of the Snake
malware, used in cyberattacks against the German Foreign Ministry and NATO computers
(Eckel, 2023). Additionally, hacker groups from China also use ransomware as a disguise for
their malicious activities, making identification difficult and causing disruptions to defense
efforts (Toulas, 2022). The case of the arrest of an Israeli private investigator in London on
charges of conducting a cyber espionage campaign (Tobin, 2024) illustrates the seriousness
of this threat, although extradition efforts against the perpetrator were rejected on legal
technicalities. All of this underscores that cyber espionage not only damages national
security but also threatens public trust and hinders collaborative efforts to strengthen the
country's cyber defense.

8.4.8. Legal
3.4.3.1. Regulatory Differences at Regional and Global Levels

Differences in cybersecurity regulations among jurisdictions pose a significant threat
in SWOT analysis regarding collaboration among stakeholders in cyberspace. The lack of
harmonization in security standards between jurisdictions hinders coordination and effective
information sharing, reducing collective efforts against cyber threats. Additionally, the
diversity of cybersecurity requirements in various regions creates compliance challenges for
organizations operating globally, thus posing legal and financial risks. Cybercriminals
exploit these regulatory gaps by conducting cross-border attacks, making investigations and
law enforcement prosecutions more difficult. Furthermore, differences in data privacy laws
and concerns about data sovereignty hinder efforts to share data and collaborate among
stakeholders, weakening collaborative initiatives aimed at effectively addressing cyber
threats (Babikian, 2023).

The development of unique information-sharing and accountability models in various
regions and countries exacerbates these challenges. For example, proactive steps taken by
some countries in Latin America regarding legislation and the establishment of cyber
security bodies may create further complexity in collaborative efforts. Similarly, mechanisms
like the African Peer Review Mechanism have the potential for collaboration, but differences
in regulatory frameworks can hinder smooth cooperation among stakeholders (Decker,
2023). These unique information-sharing models further exacerbate challenges, reflecting
conflicts between cybersecurity priorities and digital growth, necessitating a cohesive and
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standardized approach in global cybersecurity regulations to strengthen collaboration and
effective knowledge exchange.

3.4.4. Environment
8.4.4.1. Natural Disasters

Natural disasters significantly threaten collaboration among stakeholders in
cyberspace to support national defense. The interaction between physical environmental
conditions and digital infrastructure creates substantial risks, especially during events such
as storms, earthquakes, and floods that can severely damage data centers, communication
networks, and other technology infrastructures, leading to widespread communication and
internet outages. Such disasters can have cascading effects on critical infrastructure,
including power grids, communication networks, and transportation systems crucial for
societal functions. The destruction witnessed during Hurricane Sandy in 2012 and the flood
disasters in Germany in 20138 highlight the vulnerability of critical infrastructure to natural
disasters (Mittelstddt et al., 2015). Additionally, cyber-attack threats exponentially increase
during natural disasters, as attackers exploit the heightened vulnerabilities of defense
systems. With the increasing occurrence of natural disasters due to climate change,
cybercriminals strategically launch their attacks during these events, making response and
recovery efforts more difficult (Chakraborty et al., 2024). Therefore, addressing
environmental threats posed by natural disasters is crucial to enhancing resilience and the
effectiveness of cybersecurity collaboration in national defense.

8.4.4.2. Attacks on Physical Infrastructure

Physical attacks on cyber infrastructure are a significant threat to collaboration
among stakeholders in cyberspace to support national defense. The availability of resources
such as electricity is crucial for the sustainability of cybersecurity services. Threats arise
when the supply of these resources is disrupted, either due to natural disasters, infrastructure
failures, or even direct cyberattacks on the infrastructure. Cyberattacks can be used to cause
physical damage to military systems or infrastructure, such as power grids or water
processing facilities (Wallace, 2013). For example, widespread power outages can shut down
critical data centers and communication systems vital for cyber operations, causing
instability in cybersecurity services essential for national defense. In the context of
collaboration among stakeholders in cyberspace, the availability of these resources is
essential because vulnerabilities to supply disruptions can create gaps in cyber defense that
can be exploited by irresponsible parties, posing a higher risk to national security. Therefore,
stakeholders need to pay attention to and address threats related to resource availability as
part of their collaborative strategy to support national cyber defense.

IV. Conclusion and Recommendation
4.1. Conclusion

The urgent need for stakeholder collaboration in cyberspace to bolster national
defense is paramount in today's interconnected digital landscape. As technology continues
to advance, bridging the physical and digital realms, the complexity and severity of cyber
threats, including cyber warfare, have escalated. The interconnectivity of devices, systems,
and networks, coupled with the rapid expansion of the digital economy, has created a fertile
ground for cyberattacks, cybercrimes, and cyber-terrorism. While digital infrastructure has
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brought unprecedented convenience to daily life, it has also exposed critical vulnerabilities
that can compromise security and stability in this globally connected information age. To
effectively mitigate these risks and enhance resilience against cyber threats, it is imperative
for diverse stakeholders, including government agencies, private sectors, and international
partners, to collaborate closely. This collaborative approach is essential for formulating
robust policies, responding swiftly to cybersecurity incidents, and protecting critical
infrastructure.

Collaboration among cybersecurity stakeholders significantly strengthens national
defense through political, economic, social, technological, and legal avenues. Politically, the
involvement of various stakeholders, security cooperation, and joint strategy development
enhance cybersecurity maturity and coordinated responses. Economically, sharing the
burden of security investment reduces costs and improves preventive measures. Socially,
increased cybersecurity awareness among users reduces attack risks and enhances
participation in security programs. Technologically, advanced tools like Al and IoT improve
operational efficiency and threat response. Legally, standardized frameworks, compliance
incentives, legal protections, and ensured resource allocation foster a consistent and well-
supported cybersecurity environment. These collaborative efforts are essential for building
a robust and adaptive national defense in the digital era.

Weaknesses in collaboration among cybersecurity stakeholders in supporting
national defense are multifaceted, and influenced by political, economic, social, technological,
and legal factors. Politically, misalignment of interests and lack of coordination impede
efficient and cohesive responses to cyber threats. Economically, budget limitations restrict
investment in comprehensive cybersecurity measures, forcing stakeholders to prioritize
certain strategies over others. Socially, the scarcity of skilled cybersecurity professionals,
lack of trust and cooperation, and low digital literacy hinder effective collaboration and
proactive security measures. Technologically, the complexity of managing multiple security
solutions and inadequate security controls create vulnerabilities, while limited expertise in
technology development hampers innovation. Legally, the limited number of regulations,
slow regulatory development, and low compliance with existing laws weaken the overall
cybersecurity framework and coordination efforts. These weaknesses highlight critical areas
that require strategic improvements to enhance national defense against cyber threats.

Opportunities for collaboration among stakeholders in cyberspace to support national
defense are influenced by political, economic, social, and technological factors. Politically,
collaboration can foster strong relationships within the cybersecurity ecosystem, enhancing
threat detection, prevention, and response capabilities through the exchange of information
and shared experiences. International cooperation is also pivotal, allowing for coordinated
responses to cross-border cyber threats and the development of joint security
infrastructures. Economically, joint investments in cybersecurity initiatives, such as the
Financial Sector Cyber Collaboration Centre (FSCCC), demonstrate how collaborative
efforts can enhance cyber resilience and provide substantial benefits. Socially, increasing
public trust in the government's cybersecurity capabilities can drive stronger support for
collaborative efforts, facilitated by improved public awareness, transparency, and
accountability. Technologically, advancements in artificial intelligence, big data, deep
learning, and neural networks offer significant opportunities to develop more effective and
responsive defense strategies against evolving cyber threats, thus strengthening the overall
collaboration among stakeholders in cyberspace.
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Collaboration among stakeholders in cyberspace to support national defense faces
significant threats influenced by political, technological, legal, and environmental factors.
Politically, the evolving complexity of cyber threats from state-sponsored attacks and
cybercrimes, alongside security gaps from regulatory inconsistencies, hinder effective
cooperation. Technologically, the rapid advancement of sophisticated attack tools and the
unreliability of emerging technologies, such as quantum computing and IoT devices, demand
robust defense strategies. Cyber espionage further exacerbates these risks by facilitating the
theft of sensitive information and disruption of infrastructure. Legally, disparities in
cybersecurity regulations across jurisdictions impede coordination and compliance,
weakening collective efforts against cross-border attacks. Environmentally, natural
disasters pose substantial risks to digital infrastructure, causing outages and increasing
vulnerabilities, while physical attacks on infrastructure disrupt essential resources, creating
exploitable gaps in cyber defense. Addressing these threats is crucial for enhancing the
resilience and effectiveness of collaborative national cybersecurity efforts.

4.2. Recommendation

The interconnectedness of digital infrastructure highlights the crucial requirement
for stakeholders to collaborate and strategically plan to enhance cybersecurity response
capabilities. This is essential to address the constantly evolving cyber threat landscape and
to secure and fortify digital infrastructure. Based on the conclusions from the conducted
SWOT-PESTLE analysis, several policy recommendations are important to follow up.

The first policy recommendation highlights the importance of improved political
collaboration among stakeholders in cyberspace to strengthen national defense. This
involves creating regular communication channels, joint working groups, and strategic
meetings between government agencies, private sectors, and international partners. Such
collaboration is essential for aligning interests, sharing threat intelligence, and coordinating
responses to cyber threats. By fostering a culture of information exchange and joint decision-
making, political collaboration can enhance cybersecurity maturity and enable coordinated
actions against evolving cyber threats.

The second recommendation emphasizes fostering economic partnerships and joint
investments in cybersecurity. Establishing funding mechanisms, incentive programs, and
public-private partnerships can encourage stakeholders to pool resources and invest in
comprehensive cybersecurity measures. This approach reduces financial burdens on
individual organizations and promotes robust security infrastructure, advanced threat
detection, and improved incident response. By sharing costs and benefits, stakeholders can
enhance cyber resilience and national defense capabilities.

The third recommendation underscores the importance of implementing social
awareness programs to promote cybersecurity education among users at all levels. These
programs aim to increase understanding of cyber risks, best practices, and responsible digital
behavior. By fostering a culture of cybersecurity awareness, stakeholders can empower users
to recognize and mitigate threats, participate in security programs, and enhance collective
defense efforts. This proactive approach can significantly reduce the attack surface and
improve overall cyber resilience.

The fourth recommendation advocates adopting advanced technologies like AI, big
data analytics, and IoT security solutions. These technologies improve threat detection,
automate incident response, and enhance cybersecurity posture. Leveraging Al-driven
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threat intelligence and real-time monitoring can help stakeholders proactively mitigate
cyber threats. Additionally, IoT security solutions can enhance device security, network
segmentation, and access controls, reducing IoT-based attack risks.

The fifth recommendation emphasizes legal harmonization and regulatory alignment
to facilitate effective cybersecurity collaboration. Standardized frameworks, cross-border
data protection agreements, and compliance mechanisms ensure legal clarity and
consistency. Addressing regulatory gaps and promoting international cooperation will
enhance legal protections, streamline collaboration, and strengthen defenses against cross-
border cyber threats.

The final recommendation focuses on enhancing resilience against natural disasters
and physical attacks on digital infrastructure. Developing disaster recovery plans,
infrastructure redundancy, and cyber-physical security protocols can minimize disruptions
and protect critical resources. Integrating cybersecurity into disaster preparedness enhances
infrastructure resilience, reduces vulnerabilities, and strengthens national defense against

environmental threats.

Implementing these policy recommendations necessitates a holistic approach that
integrates political commitment, economic incentives, social awareness, technological
innovation, legal frameworks, and environmental resilience strategies. Collaboration among
stakeholders is essential to navigate the complex and evolving landscape of cyber threats,
enhance national defense capabilities, and safeguard critical digital infrastructure in today's
interconnected world.
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